
Information Security Incident Report

Contact Information 

Would you like to report this incident anonymously?  

Name:    Phone:   (    ) 

Email:  Date & Time Identified:   

Nature of Incident 

An employee, student or another authorized user able to view sensitive or confidential 
information on a university system that should not be available to them. 

Account issued to conduct University business appears to have been compromised as 
evidenced by changes to the account, files, or email that were not made by the owner of the 
account. 

An employee, student or other authorized user is sharing their login or password information. 

An employee is provisioning access to university system(s) or resources without proper 
authorization. 

Attempts to illicitly obtain a University account holder’s credentials to gain access to 
university resources. 

An individual has discovered university information on a public website that appears to 
contain confidential or sensitive information. 

Compromise or attack of a computer or server has been detected. 

Card reader equipment appears to have been tampered with or stolen. 

Laptop, desktop, tablet, or mobile device containing sensitive or confidential information has 
been lost or stolen. 

Misuse of university network, system, application or data. 

Other (Please specify in the ‘Details of Incident’ section) 

Details of Incident 
Please provide details below, or attach logs, concerning the information security-related incident. 
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